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As the fight continues against e-mail phishing, which aims to harvest personal
information through fraudulent e-mails, sender authentication is becoming a leading
approach to fighting phishing and its cousin, spoofing. E-mail authentication
frameworks such as Sender ID and DomainKeys Identified Mail assure recipients that
a message has actually come from a legitimate company.

According to a report by the Authentication and Online Trust Alliance (AOTA), more
than half of U.S. Fortune 500 financial services firms, retailers and consumer brands
have adopted at least one form of e-mail authentication technology.

KPMG Digital Insider spoke with Sam Masiello, director of threat research at managed
e-mail provider MX Logic and a member of the AOTA committee that wrote the report,
about the role authentication is playing in the war against phishing and e-mail-based
fraud.

Digital Insider: Can you describe AOTA?

Sam Masiello: We're an industry group [that] is interested in increasing trust on the
Internet, and establishing and maintaining online trust for brand recognition. That
includes not only things like authentication in e-mails, but online trust -- making sure
that the e-mail you're receiving is from who you think it's from, and that Web sites you
go to are the Web sites you think you're going to.

DI: What were some of the report's major findings?

Masiello: The report was prepared to highlight the fact that the brands that have been
phished and spoofed the most often are authenticating their e-mail messages [more]
and making a concerted effort toward establishing their credibility [with] users.

So many people have gotten to the point where they don't even read e-mail
messages from companies anymore, because a lot of what they get in their inbox is
spoofed.

But with 51 percent of the Fortune 500 consumer-facing brands currently
authenticating their e-mail, companies that should be jumping onto the authentication
bandwagon are doing so. There's still a way to go, but it shows we've made significant
progress.

DI: Does e-mail authentication come primarily from companies that have been
victimized?
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Masiello: Yes. Many of the top retail brands and financial institutions are getting
spoofed on a regular basis. They realize that this is a problem, and they're attempting
to fight it.

DI: How does authentication technology help to reestablish brand identity?

Masiello: There are two approaches to authentication technologies. Let's start with the
Sender ID framework [which allows companies to register their mail servers as part of
their domain identification records]. That allows a brand to say, "I own a specific
domain and send e-mail out on these particular IP addresses. If you see an e-mail
that's from that IP address as part of my Sender ID Framework record, you can
assume that the e-mail is from the domain it says it came from."

The other approach is known as Domain Key Identification, which uses signed content
within the message and creates a signature within the message header.

DI: Do warnings against opening any e-mails from banks or retailers to avoid phishing
attacks hurt legitimate brands?

Masiello: We need to move toward a model where companies feel they can
communicate reliably with customers. I can certainly understand why that
recommendation would've come down -- if consumers don't click on the links in the e-
mails and don't go to the phishing Web sites, they're taking large strides toward
making sure their credit cards and identities don't get stolen.

But at the same time, I don't think that's necessarily the best message to send either,
to say just avoid all e-mail contact. Part of what AOTA is trying to do is help
reestablish that credibility in messages so somebody can be reasonably certain that
[an e-mail] is actually is from who it says it's from.

DI: Will consumers notice e-mail authentication?

Masiello: It's largely going to work in the background. A lot of Web mail providers will
consider the presence of e-mail authentication along with the [general] reputation of
the sender. The existence of [authentication] doesn't necessarily mean you're a good
guy -- it just means that the e-mail is coming from where it says it's from.

So companies are using those technologies in combination with reputation [scores] so
that [they] can say, "Okay, I know this e-mail is from [a domain], but I also know,
based on reputation, that most of the mail that we get from [that domain] is spam."

A lot of that is going to happen in the background, where the mail-filtering or the mail-
hosting provider will take a combination of results to determine how it wants to handle
a message -- is it something they want to deliver to an in box, or is it something they
want to throw into the trash folder?

DI: Do ISPs play a role in authentication?

Masiello: Absolutely. [For example], about 80 percent of the e-mail that we see in our
threat center that purports to be from companies like Yahoo is spoofed. So
authentication is a big part of the e-mail landscape for ISPs because it's not just
[banks] that are getting spoofed. Authentication will also help cut down on the spoof



[banks] that are getting spoofed. Authentication will also help cut down on the spoof
mail we get from [Web mail providers] as well.

DI: What are the obstacles to widespread use of authentication?

Masiello: There are a couple that AOTA can handle, but there are a few that the
individual companies have to handle themselves. For example, AOTA needs to
continue to educate companies to help them understand how the industry is moving
toward requiring e-mail authentication, and validating the credibility of the mail that
people are getting from [their] domains.

But the other side of that coin is that [for many organizations], those networks aren't
always centrally managed to the point where people have a complete handle on their
full IP range.

One of the challenges is how to collect all of the information they need internally to
make sure that once they've published that record, it's not going to leave [a business
unit] having mail delivery issues because their IP addresses weren't included.
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